
Designing a Data-First 
Strategy for  
Financial Services
Foundations of digital transformation  
in financial services
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Emerging technologies, proliferation of digital 
platforms, growing customer expectations, and 
a changing regulatory landscape are redefining 
the financial industry. 

With newer entrant in today’s financial landscape, non-banking service providers 
such as Google, Apple and Amazon are reshaping the way financial services are 
structured, provisioned and consumed.

 

Confronted with an alternative network of financial providers, incumbent 
institutions need to transform their business models to succeed in the competitive 
environment.

The Evolving Landscape of 
Financial Services  

Growing focus of financial  
service providers  
 
Customer-centricity
Enriching digital experience

Open Banking Open Finance
Emerging frameworks and standards

Adoption of AI/ML and Deep Learning
Unlocking new insights in growing data

Collaboration
Beyond Banking and Finance industry

Agility
Elasticity at cloud scale

Resiliency
Mitigation of risk - pandemic, natural  
disasters, hackers
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The Changing Financial  
Services Landscape 

Competitive advantage today is won and 
maintained with the insights from data and the 
software driving customers’ digital experiences. 
Responsiveness, agility and the ability to innovate rapidly all rest on delivering 
data-driven services faster and more economically. The future of financial 
services is evolving to enable more frictionless usage of the services used every 
day, by people all over the world. Organisations are embracing real time payment, 
open banking and the cloud operating model to drive the next generation of 
financial services.

45%   
of financial services identify a lack of 
cloud platform expertise as the skillset 
they most commonly lack, followed by 
information security (42%), machine 
learning and AI (37%) and cloud 
platform functions (37%).2

88%   
of consumer-bank interactions are predicted to happen through 
smartphones by 2022, and 90% of banking interactions will take 
place via chatbots.1
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Success in the financial services industry is 
increasingly reliant on fast, secure, and seamless 
flow of data across financial ecosystems. 
The regulation of digital services is also creating new demands on where  
data is stored and how it is access, creating further challenges for financial  
service organisations. 

Digital Challenges Across 
Financial Services Ecosystems
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Digital Challenges Across 
Financial Services Ecosystems

As digital transformation continues to grip the industry, financial service 
organisations need to address how they:

 ▪ Securely exchange/move data across their ecosystems;

 ▪ Enable low latency access to partners;

 ▪ Comply with local data sovereignty regulations; and

 ▪ Rapidly integrate partner services with third parties across digital ecosystem.

Banks who consume payment services 
need to co-locate payment HSMs 
adjacent to clouds (~<4 ms) and to 
install 3rd party CPE such as payment 
scheme routers.

Payment Processors are expanding their global footprint with 
Equinix, sometimes even deploying payment hubs in markets which 
are not as Cloud-ready. This is to comply with local regulations such 
as data sovereignty, and also to provide a better localized customer 
experience in the market through reduced network latency.
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 In rising to the challenges of the digital 
revolution, financial service providers need to 
innovate and scale relatively quicker than its 
peers to remain competitive. While forming 
alliance and collaboration broaden and 
strengthen their value proposition, adopting 
cloud-first and multi-cloud strategy provides 
choices, elasticity to scale as business demands 
and rapid composition of services to gain 
first mover advantage. It also mitigates risk of 
vendor lock-in, cyberthreats, geopolitical stand-
off and any other possible disruption that may 
affect business continuity.

Multi-Cloud Adoption and 
Innovation for a Digital Future
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The Foundations for a  
Successful Multi-Cloud Adoption

As public cloud services continue to grow,  
the competition between cloud providers 
drives innovation. 

As native cloud services evolve, they provide increasingly differentiated value 
propositions to organisations. Implementing a multi-cloud strategy can allow 
users to select the cloud services that best meet their organisation’s needs, 
unleashing competitive advantages and productivity gains that would be 
unattainable with a single cloud. 

A successful multi-cloud strategy 
depends on: 
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Zero-Gravity
Data Access 
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Zero-Gravity
Data Access

Data is already growing at an explosive rate. 
IDC predicts global datasphere will grow from 
45 zettabytes (ZB) in 2019 to 175 ZB by 2025.”3

With the adoption of the Internet of Things and Edge Computing, we are seeing 
exponential data growth.  Businesses are leveraging data to gain insights, create 
revenue stream, forge unexplored partnerships and more. 

What is data gravity?

Data gravity can prevent financial services organisations from being nimble. As 
data volume grows, additional applications or services find reasons to utilise the 
data, which in turn increases the volume even further. As the amount of data 
continues to grow, it can be difficult to access the data where it needs to be. Soon 
enough, the data you depend on and need to access quickly, becomes impossible 
to move or migrate, making it harder to extract value from it.  
 
Data gravity limits an organisations ability to adapt their IT to reflect the changing 
landscape and compete effectively in the market.

What does this mean for financial 
services organisations? 

Data gravity can lock organisations 
into their data center or a single 
cloud, preventing them from 
accessing and profiting from other 
available public clouds and their 
differentiated native services. As a 
result, costs generated by egress fees, 
or data sprawl, can compound the 
impact on the bottom line.
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Accessing the services and 
technologies offered by cloud 
providers such as AWS or Azure 
usually involves surrendering 
your data to their native clouds, 
each of which may have its own 
protocols and systems.

However, data in the Equinix 
data centre can be accessed and 
used by all those public providers 
directly without it having to be 
moved—resolving most of the 
challenges of data gravity.

The Dell Technologies and Equinix  
Zero-Gravity Data Framework
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Control and security

Retain total control and security of their  
#1 asset-data.  

Cost Optimisation

With the explosive data growth rate and the 
rise of AI & ML, TCO of storing and powering 
data in a single-tenanted enterprise storage  
at Platform Equinix, provides with you the 
most cost-effective data storage and data 
transfer costs. 

Compliance and Audit 

Full adherence to strict regulatory compliance 
for every industry on data sovereignty.

Choice of Multi Public Cloud 

Not storing your data in any of the public 
clouds simply means you have full flexibility  
to leverage on the innovation of all cloud. 

Customer Experience

Provides unparalleled performance in 
throughputs and latency.

Why Adopt Zero-Gravity  
Data Framework

Overall, this joint solution allows for portability, mobility, and compatibility. You have 
the flexibility to engage with whichever public clouds are most relevant to your 
objectives at any given time.

Our Zero-Gravity Data Framework equips financial services organisations to 
implement a future-proof ready data-first strategy today. It provides future-proofed, 
highly secure, superior real-time performance that gives businesses:
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Use Cases for Zero-Gravity
Data Access

With Dell Technologies and Equinix, financial services 
organisations are able to innovate by using the best 
cloud services and not being locked into a single cloud. 

Backup and Data Protection

Customers can protect data hosted in 
multiple public clouds from a single 
destination with confidence, simplifying 
networking & operations.  

Business Intelligence

Retain data ownership, gain actionable 
insights, and the flexibility to pivot when 
needed, while using the best analytics tools 
from every cloud.

Archive and Long-Term Retention 

Organisations require a remote site to protect 
data that needs to be retained for governance 
and compliance requirements as well as 
workload migrations.

Predictive Financial Analytics 

Financial institutions require fast access  
to petabytes of data that, when combined, 
can facilitate the process of predicting  
market movements.

High Performance Computing

Compute and data heavy workloads that can 
cost arbitrage processing between clouds and 
benefit from sharing data among the unique 
capabilities of multiple clouds.
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Factors to Consider to Achieve 
Zero-Gravity Data Access

Proximity
Data needs to be in 
close proximity to all 
major public clouds 
to meet specific low 
latency thresholds.

Connectivity 
and bandwidth
Cross-cloud 
connectivity and a 
dynamic allocation of 
network bandwidth 
to various clouds with 
change on demand.

Streamlined 
data
Avoid duplication of 
data. Multiple copies 
and larger volumes 
equal higher costs  
and complexity.

Compatibility
Compatibility with  
on-premises storage 
including scalability 
and native replication 
to the cloud; it should 
include familiar software 
which doesn’t require 
additional training.

Cost control
Ability to reduce egress 
fees when taking the 
data out, or when 
accessing data from 
services and apps in 
other clouds.
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Data-Driven  
Digital Ecosystems  

Digital Dependencies 
Every button clicked, every screen touched, sends a series of event 
triggers across multiple digital providers, suppliers and vendors. Every 
digital participant in the digital ecosystem offers their respective values 
in a collaborative framework, to deliver a digital outcome. 

Digital Disparities 
Different companies adopt different technologies. And not all 
technologies are created equal nor are they natively integrated with  
one another. 

Data Exchange Marketplace 
A unified consistent data standard to allow digital participants to 
distribute, source, exchange, share and commercialise data and 
orchestrate data ecosystem.

Digital On-Demand Services 
Equinix SmartKey - Secure Data Encryption Key Management and 
Cryptography Service                                                                                                    

Equinix Metal - Bare Metal-aaS for Analytics, DevOps and Workloads                                                                                                     

Equinix Precision Time - Accurate, Secure and Reliable Digital 
Timestamp for Digital Exchanges

   

Driving digital finance ecosystems
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Consistent K8s Operations    
Across Multiple Clouds
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Consistent K8s Operations 
Across Multiple Clouds

Gartner reports4 81% of companies using 
adopted public cloud are working with two  
or more providers.  

Other research5 suggests most organisations on average will consume 3.7  
cloud services.

 
With growing multi-cloud uptake, businesses are increasingly using containers6, 
often for the portability and scalability they offer. Container usage is growing 
rapidly—one survey reported 56% of organisations7 expected their use of 
containers to increase in the next 12 months. While there are several options for 
container orchestration, the Kubernetes (K8) platform has clearly become the  
go-to choice for many businesses. We anticipate that, rather than having  
one giant Kubernetes (K8) cluster, most businesses will in practice have  
multiple clusters. 

This situation will be driven by: 

 ▪ The use of multiple cloud     
 endpoints to deploy K8 apps to   
 enhance customer experience.

 ▪ Different development streams   
 or pipelines needing different    
 K8 endpoints.
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K8 cluster fragmentation creates a number of challenges including:

 ▪ Manual configuration and management siloed by environment.

 ▪ Access, networking, security policies applied cluster-by-cluster.

 ▪ Visibility of multiple clusters from a centralised console.

 ▪ Troubleshooting containerised workloads across  
 disparate environments.

 ▪ Enforcing security policies and compliance requirements.

 ▪ Provisioning and managing clusters’ lifecycles.

Kubernetes adoption reality:  
Growing fragmentation 
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The Benefits of a Unified 
Kubernetes Operations Platform

A unified platform that can bring together management of different 
Kubernetes clusters spread across different clouds would allow 
operations teams to define consistent security policies and access 
controls throughout all these different Kubernetes clusters and across 
multiple clouds. Using a unified platform, an operator can attach  
and manage: 

 ▪ All conformant Kubernetes clusters, regardless of where they  
 are running—vSphere, VMware PKS, Public clouds (AWS,  
 Azure, Google).

 ▪ Managed services (EKS, AKS, GKE).

 ▪ Packaged distributions (OpenShift, Rancher)

 ▪ DIY/ in-house.

A Unified Platform
A centralized management 
platform for operating and 
securing your Kubernetes 
infrastructure and modern 
applications across teams 
and clouds

Security
Manage security and 
configuration easily and 
e�ciently through 
powerful policy engine 
and inspection

Productivity
Enables developers with 
self-service access to 
Kubernetes for running 
and deploying applications

Consistency
Centrally operates 
and manages all you 
Kubernetes clusters 
and application at scale

A Unified platform     
A centralised management 
platform for operating and 
securing your Kubernetes 
infrastructure and modern 
applications across teams 
and clouds
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The Benefits of a Unified 
Kubernetes Operations Platform

A unified platform gives multiple users a range  
of important cluster management capabilities.
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iPaaS & API Management 
Across Multiple Clouds
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iPaaS & API Management 
Across Multiple Clouds

The digital revolution has empowered 
customers, creating a fundamental power 
shift in the financial services industry. 

Manifestations and drivers of this power shift include:

 ▪ Open Banking (for example API Exchange—APIX an initiative of AFIN, the  
 ASEAN Financial Innovation Network) and Immediate Payment.

 ▪ Digital revolutions like Fintech, Insuretech, Proptech, eCommerce platforms,  
 sharing economy platforms, etc.

 ▪ Easier access to Data, AI and Machine Learning capabilities.

 ▪ Control of data and proactive governance in response to regulatory demands.

 ▪ Alignment for new business models.

In this environment, collaboration 
and exchanging information within 
and across industries for the digital 
economy is essential to enhance 
customer experiences.
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Integrating the Digital Ecosystem 
for Better Customer Experiences

An integration Platform-as-a-Service (iPaaS) 
can enable new ways to improve customer 
service, leveraging important fintech  
advances while supporting compliance 
and security efforts.
Importantly it can also enable AI-ML capabilities to deliver greater customer 
insight from your data.
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Accelerate Digital Ecosystem 
Integrations with iPaaS

An iPaaS provides a single 
platform for data discovery, data 
cataloging, data preparation, 
data integration, fixing and 
governing data. It creates a single 
view of each customer, sharing 
data across the ecosystem. It 
also means new application and 
business process innovations 
can be developed quickly with 
minimum coding, using only the 
familiar ‘drag-and-drop’ skills.

With an iPaaS, integration projects can be implemented across all your 
cloud-based and on-premise endpoints, APIs, mobile devices and IoT 
input. Connecting and bringing together this data accelerates overall 
digital ecosystem integration.
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Key Use Cases 
or iPaaS 

API Strategy

Payments
API strategy for payments,  
especially in e-commerce

Data Proliferation and Privacy

Data & Analytics
Unlocking the value of your data to  
make informed decisions

Greater Financial Transparency

Open Banking
Open API’s and rapid  
application development

Connectivity Fabric for Disruptors

Fintech
Integrating FinTechs into complex  
digital ecosystems

Customer Personalisation and Scale

Customer Experience
Creating a frictionless customer  
experience that is personalble yet scalable

Data Migration to Cloud

Cloud Solutions
Migrating from legacy systems  
to the cloud
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Why Dell Technologies  
And Equinix?

Speed of implementation.  
Dell Technologies and Equinix  
offer ready-to-run solutions  
available immediately. 

Low latency.  
Independently validated, offering  
better performance than native cloud  
storage services.

Financial flexibility.  
We offer a range of financial models  
with flexibility to suit the specific needs  
of your business.

Market leadership.  
Our partnership gives you the reassurance 
of working with market leaders. Dell 
Technologies is the market share leader 
in Enterprise Storage while Equinix is the 
world’s digital infrastructure company. 

Experience.  
Both Dell Technologies and Equinix have 
many years’ experience enabling business in 
their hybrid multi-cloud journeys, embracing 
Innovation and performance while ensuring 
security, compliance and sovereignty. We 
offer an established channel ecosystem with 
rich, extensive offerings and solution.
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Getting Started

Ready to get started? 
For more information on the joint Equinix and Dell Technologies solution for your organization, contact us.

About Equinix 
Equinix is the world’s digital infrastructure company. Digital leaders 
harness our trusted platform to bring together and interconnect 
the foundational infrastructure that powers their success. We 
enable our customers to access all the right places, partners and 
possibilities they need to accelerate advantage. With Equinix, they 
can scale with agility, speed the launch of digital services, deliver 
world-class experiences and multiply their value.

About Dell Technologies  
Dell Technologies enables organisations to modernise, automate 
and transform their data centres using industry-leading converged 
infrastructure, servers, storage and data protection technologies. 
Dell Technologies services customers across 180 countries—
including 98 percent of the Fortune 500—with the industry’s most 
comprehensive and innovative portfolio, from edge to core to cloud.

https://info.equinix.sg/DellBFSI-ContactUs_Reg_LP.html
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Appendix

1. The World Branch Report 2019,” The Financial Brand, 2019.

2. https://www.information-age.com/financial-services-cloud-123479425/

3. IDC ‘Data Age 2025’ Report

4. https://www.gartner.com/smarterwithgartner/why-organizations-choose-  
 a-multicloud-strategy/

5. 2021 State of the Cloud Report, Flexera: https://info.flexera.com/CM-REPORT- 
 State-of-the-Cloud

6. 2019 CNCF Survey: 84 percent of respondents to a 2019 survey indicated   
 that they are running containers in production. “Containers allow for   
 complete packaging of services to eliminate the toil of maintaining unique  
 developer environments.” 

7. The State of Enterprise Open Source, 2020
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